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ProGuardE S%t (H=3t X8 A A AT (JAVA)
buildTypes {
release {

minifyEnabled true
proguardFiles getDefaultProguardFile('proguard—android.txt’), 'proguard-rules.pro'
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MU LHE3H A 2§ ol AI(JAVA)

- FOiUE ol =5t M HE ofAI(T)
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public Car(TrackPosition pos, Color drawColor, {
this.pos_ = pos;
this.drawColor_ = drawColor;
this.eraseColor_ = eraseColor;
this.gasPedal_ = gasPedal;
intl] xs = new int[4];
intl] ys = new int[4];
this.poly_ = new Polygon(xs, ys, 4);

Zmle{o H=st F4 M8 0A(R)

public a(h paramh, Color paramColor1, Color paramColor2{
this.a = paramh;
this.b = paramColor1;
this.c = paramColor2;
this.e = paramb;
int[] arrayOfint1 = new int[4];
int[] arrayOfInt2 = new int[4];
this.d = new Polygon(arrayOfint1, arrayOfint2, 4);
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4) SEI CERT Coding Standards (C, C++, Android, Java, Perl),
www.securecoding.cert.org/confluence/display/seccode/SEHCERT+Coding+Standards

5) TEQIISAIREZ(AATE HOOFM HMEI) www.itsce.or.kr/certifyProd_list.asp

6) SAMATE(SW Assurance Metrics & Tool Evaluation) AtO|E, samate.nist.gov/index.php/Tool_Survey.
html

5) Qt=EZ0|E JHEXt AFO|E, developer.android.com/studio/build/shrink—code. htmlitconfiguring

35

Bl T \

2l \

oA

o
Fo
HT
ro
d
i3

1

I
Ju




& 71 oT HZS TASHE ATEQop} 710 YaiEl HOIFOMES 2= maez aolzaa),
AP| TH7 K|, QEAA S2 AIRSI0] HLEIUS 2D HEt BRIof, SAAHT Hotof FHorat 4 )|

E0ll MES st EetFeFES M7sH0F ettt

Lt EQHCHEY

2 7P loT MIZ0il w2t ChE EothAs A8 s;

=]
il
00
o

4 Qict,

§
I

SHEH(0ll, KrCERT,
otx|o

@ - 71 loT MZ X |AL MF S0 BHSI0 AMTX| LT HOHF NS 94
S HOtFoFH0| EXSEX|

CVE, NVD, SecurityFocus, ._-E- SOIM ZALSt 2, LY HE0f 5l
£ ™At = HiAslof &

zguor
+ CVE, NVD2 A E HAFRS HRS 48 E= AT + U= S/HE* HOF AN FACR(AML)DE
AFZ310} LTI HIZ] 2 OtFIor 7

E
— uﬁ
|:|>|
oY
ng
=
X

* XHOE HOHOMY HTA0| YHOIEH D, 22| ABEE £7

o Z|AHA L HOHYX|7} M= 3rd party 2t0|E2{2|(0], openss| S), 2GHXI(M], Linux, Android S)
g

- 5 NB7IB 52 S5 BOHOHS H5H0) LS M XA

2E R S MEEct

36



2}, Xz

1) KISAQIE{HIE SLIZ} & KrCert AIO|E, www.krcert.or.kr

Blic f2H \

2) CVE(Common Vulnerabilities and Exposures) AtO|E, cve.mitre.org

3) NVD(National Vulnerability Database) AO|E, nvd.nist.gov

4) SecurityFocus AO|E, www.securityfocus.com

h

5) 2712 SSL 210|E2{2| AfO|E, www.opensslorg s
-+

6) 270 SSH 2to|=2{2| ALO|E, www.openssh.org 0
tr

7) TEOIISAFRZFOFE HMZAET), www itsce.or kr/certifyProd._listasp E—I

8) SAMATE(SW Assurance Metrics & Tool Evaluation) AfO|E, samate.nist.gov/index.php/Tool_Survey.

html
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1) KISAQIE{HIE SLIZ} & KrCert AIO|E, www.krcert.or.kr
2) CVE(Common Vulnerabiliies and Exposures) AfO|E, cve.mitre.org
3) NVD(National Vulnerability Database) AO|E, nvd.nist.gov
4) SecurityFocus AIO|E, www.securityfocus.com
5) 2742 SSL 2t0|=2{2| AlO|E, www.openssl.org
6) 3748 SSH 2to[=2{2| AO|E, www.openssh.org
7) ElSA 7 AIO|E, www.kernel.org

8) DI0|AZATE Nt ATEQ YH|0|E AFO|E, support.microsoft.com

9) MySQL AZEQ||0] AIO|E, www.mysal.com
10) SQLite AZEYH ALO|E, www.sqlite.org

1) 27 AZEQ0 ZE AIO|E, www.0sS.kr
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1) Internet of Things (IoT) Security Testing Framework(ICSA Labs, Document Version 2.0, October 26, {%
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(JTAG H|ZHMSE oflA[1) ST MicroAl STM32L4 AIE HMIBOIM XI5t AlAE H22] HFE 25 J7|s2
ST MicroAto|A XMEst= STLink Tool 0|236t0] AXN0| 7ks3ict,

o ST At | 22| ST EflolE $¢ STlink =7 «

STM32L4
System Memories Protections

Access status vs. readout protection level mm

Access rights when

Revision 1.0 o s = Boot # User Flash

when
Boot = User Flash

or
Debug Access detected

T
e Ju

2 5

1 R

2 R 5

r Option bytes 1 RWE RWE
, 2 R =
I life.oug Backvp 1 RW NoAccess.

2 RW 5

1 RW

2 RW

w

X :http://www.st.com/
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(JTAG H|2Mst oflAl2) TIAIR] MSP AIE HMIBNIM X[sts JTAG 2 HiZ2| ™20il st Protection

7S XIgoll thet LiEolct.

TI A MSP Family M|F Code protection ?|'s

| Setup | Download | Breakpoints |

*ip Texas A0 7 Verty downioad
INSTRUMENTS 4 m = S S
MSP Code Protection Alow erase/write access to BSL flash memory
Extemal code download

Optons o nde TAG ok FRSc it passord - Rash erase

© Erase main memory

Factoryq Erase main and Information memory

Retain unchanged memory

@ Comg

Compare with image cached on PC

Erase main and Information memory inc. IP PROTECTED area
JTAG password
(x34127856

ZX: http://www.ti.com/

2}, thed
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1 1
. O 5% 2IANI(0S) Bt F2, LHF QIHHO|]AES 0|88 CiHZ ¥ ¢I30|= !
1 1
L ORF M4, Ho, T, 2Y, B/, 28, 22
1 1
. OZE [ HE ADE2EH|, ADETV, OXEZ02, SA(/Y), SHO0IELI0|, AOE &L, |
1 _ 1
¢ EME S EE &7 loT MZE :
1 1

_______________________________________________________________________________

1) STAF STM32L4 HIZ System Memory Protection & STlink =1 M&
www.st.com/content/ccc/resource/training/technical/product_training/08/4¢/83/10/56/bd/45/34/
STM32L4_System_SYSCFG.pdf/files/STM32L4_System_SYSCFG.pdf/jcr:content/translations/en.
STM32L4_System_SYSCFG.pdf

2) Tl At MSP Family M= Code protection M=
www.ti.com/lit/an/slaa685/slaa685. pdf

3) Internet of Things (IoT) Security Testing Framework(ICSA Labs, Document Version 2.0, October 26,
2016)

4) ICT 8&t MIE - AMH|AL| HOt LHXHSIE I8t IoT SEEQt 710|= (loT E2HAHZ0[HA 2016.09)
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Tamper Protection A3 F

Tamper Protection Mesh 2|2

Zone CoM Zone oM
Normally Closed
Contact With
End of Line
Resistor
Zone CoM Zone coMm

Normally Open
Contact With
End of Line
Resistor

%’i

Normally Open &
Normally Closed

Contacts With
End of Line 2ol 2ol oty Ho|=
Resistor

2 Normally Open &
2 Normally Closed

Contacts With g
End of Line o
Resistor

714 loT ME

2t tied

[£TaTatae e
| 0 5% YSKYAST| M), ASHR(HIYHS 5) MY, HEB0| (3t &2 HIY

| 093 My, oI, 70, #Y, 57, 28, B2

| OHB U HIE AIEREA, ATIETV, X0, S, BA0IE0], AT ¥5m

|

|

|

1) Internet of Things (IoT) Security Testing Framework(ICSA Labs, Document Version 2.0, October 26,

2016)
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% (F1) 0[2to] PR =0lM AFESE otolC] & H|UHS
otolc| HIZHS ofolc| HIZHS otolc| HIZHS
root (none) root jvbzd admin 123456
root admin root anko admin 54321
root root root ZIxX. admin meinsm
root user root ikwb admin 7ujMkoOadmin
root pass root vizxv admini password
root system root xmhdipc administrator 1234
root default root juantech Administrator admin
root dreambox root xch11 user user
root realteck root 7ujMkoOvizxv guest guest
root 1111 root 7ujMkoOadmin guest 12345
root 1234 admin (none) service service
root 12345 admin admin support support
root 123456 admin admin1234 supervisor supervisor
root 666666 admin smcadmin ubnt ubnt
root 888888 admin pass tech tech
root 00000000 admin password mother fucker
root kiv123 admin 1111 666666 666666
root kiv1234 admin 1111111 888888 888888
root Zte521 admin 1234
root hi3518 admin 12345

ZX]: wwww,ciokorea,com/news/31449
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U-Boot 2010.12—-rc2 (Dec 30 2013 — 16:51:46) U-Boot 2010.12-rc2 (Dec 30 2013 — 16:51:46)
Cores: ARM 432 MHz

DRAM: 256 MiB

Bad block table found at page 65408, version 0x01
Normal Booting...

Hit any key to stop autoboot: 0

Cores: ARM 432 MHz

DRAM: 256 MiB

Bad block table found at page 65408, version 0x01
Normal Booting...
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gf., CH&d
. O EZ Xt HY TS, AUSER & M2 :
1 1
L ORE HO, 0, 2Y, B4, 28, #2| ]
1 1
| 0MZ A HE ADIETV, XS0, SU@E), SHOEY0], ADE WNT, HlE S |
- B M loT HiE ;
of, EuxiE
1) 0J210] IoT 240N &35t 617X| H|UHS, www.ciokorea.com/news/31449

2) S=QIEHITIS Y, "USO0IEALIA, 201012
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H

=
AIEXHERIXNEE H2E £+ UZE &

t HESH0F S2 7ls 2LES YAIZ & UCh matM Lt
AEXNIIAIE EQ7Is 20| B2 & QI=F Z|Aste| ALE et 51&sHof BICt
Lt EQHCHEH
2 - 71 loT MiB0ll W} Chs 2ettiis MEsHe MES 4 UL

@ 2| X} 2SHo| Yk AL Xt0f| A S04 %|X| 220fOF B

- 32 7150, Hof & EX| ADEE S5, Moty &

A S5, YHI0|E MY 2%, AOETVO|A A=
T 715, TIXIE Z020M AOIE7| S8 5) B2 A&

S
2 ALEAL QIS = QIHE EE|XH/AEALZ Mgt

« HE A2 FH|(Subject)e] Hatat MI-AL CHACI 2 I(Object)°l ot S22 25l RBAC
(Role Based Access Control)2} Z2 MZSHZ ! J|Hto | JEH| 484

- HES TOH3H AR 22K
(@2 Zaho= Ha510] MHEHK| R8HoF &

X Of) OXE =02t H|UHE B F= ADET| SES 218 2213 HES & R0 4X|

Ch. ollAl

EHE MF0IM 22Xt Hets 7R FAZE H2E o+ Us 7ISol L A ERE H2E +~ =R

ct.

o
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22| Xt HO]X]

| Admin Setting

Basic Information

Upgrade(connected Device)
Test Camera
Upgrade(S/W)

Set Control Option

m m @ am m

_____________________________________________________________________________

2 Y HE ADETV, OXEZ0E, SH(AUH), SHOIELO|, ADE &1, 2IE §

1) SIEQIHUZIS Y, “HIESH7 |8 JHRIEE 22| 2H A", 200711

2) Ferraiolo, D.F. and Kuhn, D.R., “Role—Based Access Control” (PDF). 15th National Computer
Security Conference: 554 —563,, Oct, 1992

3) Sandhu, R,, Coyne, E.J., Feinstein, H.L. and Youman, C.E., “Role—Based Access Control Models”
(PDF). IEEE Computer, IEEE Press. 29 (2): 38— 47, Aug. 1996
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271 loT HIE 2F &2 S10] &= HZO|L HIO|E] &= SIS B2 HIAZHE ALEXtof 2l5H
=
o

=
UHZEIL REE 4 Uk olof| @t & - 7K loT MIF 2 HIOIEE
o

Lt EQHCHEH

E - 7P loT MiZ0il w2t ChS EotthAE MESHe MEE 4+~ AUCL

N
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S
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ox
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>
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™
rg
oy
ox
HT
fn
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E517Lt HOIE 2l &
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0x
ol
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ol
mujo

- SH7IYS HAIO| JHQ17|S 0|85t 45015 3
S FZEAES MHAHZA)E & - 748 0T HIZ RIE &5 FQle|= 27| 457|(PSK, Pre-Shared Key)
Z OHMGIA| TH2I5HOE 510, X7| US| Z=Q Al QI7FEl RISI0| OFXIEH RIAO|A, OFXISH IO 2 Z=ol5t

= = x|210] Of K3t o
4 QIES B2(HOF 3

- @O ZHUID, Key 5), HOHE 7|te] 45015 48

- AYSATZEZ0! CoAP EE L2M2MO] DTLS HE310] H0[E Ha

- ZYSAT2EROI MQTTO TLS HS5t0] HlO|E| K

< AR S2E MBI HASI0] AH0A QSTES UFW0E S WA A
* AB B, P S)7t M MBS Mb Z20j thet 2242 B0t &

- DY WAO2 NSRS OIS(AB) A HIZ(A) 2191 5101 45015 A HIB(B)S S2at,
S=5 HE(B)22 Ha(0, SMS, BLE, NFC S)E QISTCE 22(5(0] 415015 48

Ch. ollAl

ARZRE JHR! HE(M)S Soff SZ(AH) oM FST FE(SY H0IH)E 2EE o SH(EH)S AEAt

o
Mol B2 AR} OIS UGS i,
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ZigBee?|3t YS9t AR E0| ST Al A4S 215 ol

- = = = o =
ZigBee Secured HIEQ|T 45 215 HX} UMEQ} UZIHE Q1= 27
1 0.000000000 0x0000 Broadcast ZigBee
20.373648000  0x0000 Broadcast zigsee
3 0.710442000 0x0000 Broadcast ZigBee
- 41.066969000  0x0000 Broadcast zigeee
— 5 1.543433000 Microchi_94:fa:54:ee:75:47:8d:eARP
(ZigBee Router) . L] R 6 8.651743000  Ox5a3b 0x0000 ZigBee
-~ (ZigBee End Device) 7 8.651792000 IEEE 802.15.4
— 8 9.650219000 0x5a3b 0x0000 IEEE 802.15.4
sl 9 9.650278000 IEEE 802.15.4
. 10 9.655352000 0x0000 0x5a3b ZigBee
! i 11 9.655394000 IEEE 802.15.4
l 12 9.660815000 0x5a3b 0x0000 IEEE 802.15.4
[€—————— Beacon Request —_— 13 9. 661168000 IEEE 802.15.4
| | 14 9.670404000  0x0000 ox5a3b zigsee
| 15 9.670441000 IEEE 802.15.4
| Beacon Response —)1 16 9.675814000  Ox5a3b 0x0000 Zigsee
| |
[€———— Association Request —————| 5 zigsee security Header
|

| = security control Field
1 — | ...0 1... = Key Id: Network Key (0x01)
Association Response —>| ..1. .... = Extended Nonce: True
|

I Frame Counter: 8964
I . extended Source: Ember_00:0d:76:70:7d (00:0d:6f:00:0d:76:70:7d)
[€— Authentication ——————>| Key Sequence Number: O
1 ] Message Integrity Code: f8483ead
= [Expert Info (warn/undecoded): Encrypted Payload]

[Message: Encrypted Payload]

[severity Tevel: warn]

Group: undecoded]

2t Che

o

0 57 MM Ei A2 S5t UEYT S4, 2K UY JI5, USA S H2, RRM Y5 A5 Y

HO[H &4, & HI0|H 2f=st
g A, "o, o, 2, A, 28, 22

dHE ADETV, OXE=02, HE, SH(AY) S 2= &-71 loT HIF

i)
olo
=
0

. EaXR
1) IETF RFC 7252 Constrained Application Protocol
2) Example : DTLS CoAP Server, github.com/cetic/6lbr/wiki/Example——Dtls—Coap—Server

3) OMA LightweightM2M V1.0 Overview,
www.openmobilealliance.org/wp/overviews/lightweightm2m_overview.html

4) loT Standards, iot.eclipse.org/standards/
5) MQTT, matt.org

6) MQTT—TLS, github.com/hirotakaster/MQTT-TLS
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HOIYET H2 Y5 EE|IES AMES5ke B HI0JE0 tigt YsES 7| & l0I= H2 AlZE 2o

=53t g 4 U0t J2{82 QFHGHA| HI0|BIE B35V |8 flshM= SLoM HEsks YeenaiEs

0

AESIALE 27El= EoHYE 01y2] 27| 20| 71 (S E2|ES AESI0{0} Bict.

Lt EHQHCHEH

2 - 71 loT MB0ll wet Chs 2ottiis MEsHe XME

!

4 Qict,

® MD5(XHH| Zgt “E”éﬂ) DES, SHA-1(7] Z0| HOIZET F2) S AF2 L|stl, AES, ARIA, SEED,
RSA & ZHE SHE BE YsANE E= E7P‘*E4’401IA1 AugE BESoks dS Y
(ARIA, SEED LEA KCDSA EC-KCDSA 8) ¢112|52 M5t X Ealof &

o 22U A AT ADa|E(112bit 21F) -

) | 25 ymais Al 4
H,é | 8= IHIAI | 7| ERSHAL
n2lE Do ot. E53 A HE 2 o
9' ST [= e E}g‘ |_x}k|oo ol “o‘ 2 xI__lxl_kl
LY : SEED, RSASSA-PSS
ARIA, HIGHT KCDSA SHA- SHA-
200 - AES, DH, ECDH RSABS-OAEP | Lnen 204/256/384/512 | 204/256/384/512
3TDES EC—KCDSA

X S Lu2lE & 7] Z0| 013 QMM KiSA 2013

65

Blic f2H \

jom B el '

I8
[}

oo

I
Ju




QrHSH % 3| Aol
27l 45 ors
ot L&l ST &
&7 ol ofAtth amals
Z= 2= g QI+l EtEEM 245 OFx{A
37| 7He17| =te
112bit 112 112 2048 2048 224 P—224/8-233 | ~2030%
128bit 128 112 3072 3072 256 P—256/8-283
L
192bit 192 192 7680 7680 384 P-384/B-409 2%?2"
2560t 256 256 15360 15360 512 P-512/B-571
=X Y= YuelE 2 7] 20| 018 LA, KISA 2013
xgutot
- BHE TE AL U KHTH Al 2ES o HIASHEIR YefopH THEUSK| LLAXO2 ol

- N8 MZ0l T3t Zst ASLU2IF(LEA, HIGHT §) A8

ZH(Default)S H|ZAM3}

- QIMMO| ABEKX| 942 ASLVEF E= 7| Z0|7t EEEE=E E2 712 832
(Disable)2 MH
*OIMMO| 2B E YSLN2E AE
Ct, Of|A]
ASUTIE ARAE ALESIH MEOM FISSH HAIHBE(FUSEHS, FIEHE 5)2

Af—g—él?-l |_|' X‘Ixfo H:l'

HEZoM FHSE

JHelge

g [ =

i r“,

[T4= [90007-

Cipher (byte in[Nb], byte out[Nb], byte wllb*(Nr+1)])
begin
byte state[Nb]

state = in
AddRoundKey (state, w([0..Nb-1])

for round = 1 to Nr-1

SubstLayer (state)

DiffLayer (state)

AddRoundKey (state, w[round+Nb, (round+1)=Nb-1])
end for

SubstLayer (state)
AddRoundKey (state, w[Nrxlb, (Nr+1)+Nb-11)

out = state
end

ARTA 2] Psendo Code
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2, thed
(T et
1 1
| OSX 38, MUHE S s Mo U5t 7YY RX U HOIE M9, EX O 52 Bt FEY |
L2, TOJE| 7| YN/PELE sl YSATAAT A :
1 1
| OR MY, Mo, Tuh, 2, 37, 28, 2| ;
1 1
| OEE iy XE ADETV, CIXZEZ0R, SH(HA), SH0IE0], ADE WaD, e § 2E |
L B 10T HIZ !
1 1
or, EuxE

1) esUTna|E LU AS7| 20| MEd Jto|=
www.kisa.or.kr/public/laws/laws3_View.jsp?cPage=1&mode=view&p_No=2598b_No=259&d_
No=828ST=8&SV=, &5 12|z 2 7| ZI0| 0| 2HHA 2013 pdf

2) AES 7181 Xtz
csre.nist.gov/groups/STM/cavp/block—ciphers.html

3) TDES 7181 Xtz
csre.nist.gov/groups/STM/cavp/block—ciphers.html

4) ARA 73 Zaxtz
seed.kisa.or.kr/iwt/ko/bbs/EgovReferenceDetail.do?bbsld=BBSMSTR_000000000002&nttlld=39&p
agelndex=1&searchCnd=8&searchWrd=

5) SEED #&1 &1tz
seed.kisa.or.kr/iwt/ko/sup/EgovSeedinfo.do

6) LEA 7 2t0Xtg
seed. kisa.or.kr/iwt/ko/sup/Egovlealnfo.do

7) Digital signature 718 ZtuXtZ
csre.nist.gov/groups/STM/cavp/digital-signatures.html

8) Hash 7431 &ux}t=z
csre.nist.gov/groups/STM/cavp/secure—hashing.htmi
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ot5 7| MM OIX} 1 .n_
" 7 A

( R
&4S7| WA oIzt 2 ) %
. v,

T amsus | 'n az7| }

~ (TRNG/PRNG) =4
7| 48 g
2t
1
| 05X 28, MAME S R YR 4Et 7|UA QX U HO/E XS, BX &0l S2 93t 22
o S, 0 7|2Y/22Ys ot 4 LTaE A8
1
C O R Mo, O, S, SA, &=l
| O HE A HE ADIETV, XS0, S2(U), BH0IEY0|, ¥HE S 5718 loT HE
1
1
ot #uxis

1) 57| 22| QHHA
www.kisa.or.kr/public/laws/laws3_View.jsp?cPage=1&mode=view&p_No=2598&b_No=259&d_
No=83&ST=total&SV=, &S 7| 2| QHHM pdf

2) PKCS #5 v2.1 : Passowrd—Based cryptoraphy standard
www.emc.com/collateral/white—papers/h11302—pkcsbv2—1—password—based—cryptography—
standard—wp.pdf

3) Key Derivation Using Pseudorandom Functions Validation System
csre.nist.gov/groups/STM/cavp/documents/KBKDF800—-108/kibkdfvs. paf

4) Recommendtaion for Password—Based Key Derivation

nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800—132.paf
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Lt EQHCHEH

E 7P loT MIZ0il wat ChE BotthAs MESHe MEE + AUCL
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xgutol

< OIS 7|0] L3 2= OFHA0| ASEl 2HY Yt Al
o) (U)SIM AKA, ECDSA 7|5t ECDH, TLS/DTLS, Security APl S

< OI5I|2 OnlineQZ MASH A= EXZ Y £ Q= OLXSH HIH(KMXIME, HSM S)O=Z X
OfflineQE FUXE)Y ZR0= ATIGH HAOA AZHEN £H2|XL0] 2IGHA R *og
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Xtz

1) &S 7| 2| OHHA

www.kisa.or.kr/public/laws/laws3_View.jsp?cPage=1&mode=view&p_No=2598b_No=259&d_
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1) ISO/IEC 18031, “Information technology — Security techniques — Random bit generation”, 2011

2) NIST SP 800—90A, “Recommendation for Random Number Generation Using Deterministic Random
Bit Generators”, 2015 10€

3) KS X ISO/IEC 18031:2013, “ME7|& - HoV|& -4 27" 20133 12€
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Lt EHQHHH AL
= - 7t 10T MZofl w2} Che Eottats MEst M8 4~ Ut .
&
@ (Bluetooth) BLE(Bluetooth Low Energy)= BLE 4.0/4.11} %2 HFQ| HEL HQtRE 19| HOt o
2| 3(Y=5HE Q15 HOoE)S M26t1l, BLE 4.2 ME Y MH[A= HOIRE 12 HORH A(YSS}HE c%
XHE HOIHA o1F)E XEsH0} & i
e
» BLE HQIZE Tl rd
HOY|HxIQ| LE(XZi3) 2ot mE q LE(M%2)) 2ot me 2
1 HOLQIS (215 & Y5t gi) HlolE MES S5t QIBEIX| 42 HofE
2 AS3(X| 2 HoE HolE MHE St 215 E HoE
3 AS3LE 215 mojE -
128H|E 2T U357 |2 YSstE MEE
4 ol olx 3
=X]: hitps,/Awww.bluetootn.org
® (Zigbee) ZigBeel] CCM 2R EE AES-CBC-MAC-128(H Q= 128H|E O|AQ] HIAIXIQIE) I

= AES-CCM-128(E A 128H|E 0]42| efSat & HAIX|AUS)E MO = ALZ5HOF &
* [EEE 802.15.4 Security 128-bit AESS XI2I5H= IC At
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SILICON LABS A} ZigBee IC : AES Encryption X| ¢

§ 6.6. Security Accelerator

g The EM35x contains a hardware AES encryption engine accessibie from the ARM® Cortex™.M3. NIST-based
CCM, COM®, CBC-MAC., and CTR modes are implemented in hardware. These modes are described in the IEEE
1 B0Z15.4-2003 specification, with the exception of CCM", which is described in the ZigBee Security Senvices
PA select Specification 1.0.

T T2RR< T T el
MAC

+
RF_PN Basshand ARM® Cortex™-M3 | [ 2™ tevel
CPU with NVIC Interrupt
and MPU controller
1
CPU debug .
&
osca[ | internal HF | | Calibration R | SOt
oscs[ ] os RC-0SC ADC e FPB/IDWT 1
—™| purpose N m--
timers Always
VDD_CORE [] Powered
- Serial
GPIO ki Wire and
VREG_OUT [} R acih ke
General Walchdog debug
nRESET [} POR Purpose
J ADC UART/
LF crystal | | Internal LF SPITWI Chip Sleep
0sc RC-0SC g timer
[ I ) [)

GPIO multiplexor switch

PA[7:0], PB(7:0), PC[7:0]

SWCLK,
JTCK

® (Z-Wave) Z-Wave Q152 11 S2(A|F2|E| 2) THAYT S M5H0}

it

- AES 128bits
- ECDH(Elliptic

-0

« Z-Wave S2(AM2[E| 2) T Y30l 2 EF

Curve Diffie-Hellman) 7[2tQ| OtMst 7| 11t

- OIZE H{ZZ “man-in-the-middle” 32 HE XA
OLFSHTLS 1.1 EHES Salf 2= 7/IP E2H0|| CH3H Z-Wave E{22 XIS

@ (WiFi) WPA2 Al X251, WPA2-PSKO| A 27| SMH QIS A| 4-way 3
o
T

U 4TS S

8 BZ7| 957t 75 2HJ} YOO HIYT|S SASKE Eafet

ALE3510] z|tiste] K25 A ES

H01Y B
olole| 2X12
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MO|=HFAI
o

a
Tue o

Hot7| WEP(24Bit V) WEP(24Bit V) TKIP(48Bit IV) 1 CCMP 1
o453t U2|E RC4 RC4 RC4 I AES i
ASSHHIE 20/128 Bit 128 Bit 128 Bit i 128 Bit i
e ST =/ o ' N '
e o
® (SSL/TLS) TLS |41 H{H(0]: TLS 1.2)2 At2s}a, QHHsH ts A2 E X5 M
SSL/TLS T2 EZ Y QM4
e D2EE HH
= = pai= TLS1.3
5 Pl ES (gits) SSL 2.0 SSL 3.0 TLS 1.0 TLS 1.1 TLS 1.2 (Drafi)
AES GCM N/A N/A N/A N/A Secure Secure
AES CCM 128, N/A N/A N/A N/A Secure Secure
256
Depends on
AES CBC N/A N/A e s Secure Secure N/A
Camellia GCM N/A N/A N/A N/A Secure Secure
128,
: 256 Depends on
Camellia CBC N/A N/A e Secure Secure N/A
ARIA GCM N/A N/A N/A N/A Secure Secure
128,
256 Depends on
s=zos ARIA CBC N/A N/A o T Secure Secure N/A
[=1]
oA E Depends on
SEED CBC 128 N/A N/A o T Secure Secure N/A
3DES EDE CBC 112 Insecure | Insecure Insecure Insecure Insecure N/A
GOST 28147—
89 256 N/A N/A Insecure Insecure Insecure -
CNT
IDEA CBC 128 Insecure | Insecure Insecure Insecure N/A N/A
056 Insecure | Insecure Insecure Insecure N/A N/A
DES CBC
040 Insecure | Insecure Insecure N/A N/A N/A
RC2 CBC 040 Insecure | Insecure Insecure N/A N/A N/A
ChaCha20—
Poly1305 256 N/A N/A N/A N/A Secure Secure
AEY
s RC4 128 Insecure | Insecure Insecure Insecure Insecure N/A
RC4 040 Insecure | Insecure Insecure N/A N/A N/A
None Null - N/A Insecure Insecure Insecure Insecure Insecure

ZX: hiips,//en.wikipedia.or
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® (7IED) QHHISH £ AD MBS Y5 S DT2ES FAS ARSI UK 42 F 4505 U 7| YX|
TR)E 28 3 OHHF A7 A 2
X H}O}
OO -
(O2 RMSA DZESS NS 29, OIS U5a UTABS AIBSIES M0 SAA HIZ

« TG00l Chal 7128(0l, AES, SEED, ARIA, LEA, H
(O, SHA2 S QHHst SHAIUT2|1E AFS) 2ESIH MEot0] HE

Ch. oflAl

CIE2 & - 71 loT MBS0 HmEe! CIX[ZE=0{2h 7Ho| oFMeh SAHE

= 1=

=
Y2 2E XHES ZigBee FUSL AMES 7[Htez HMER} CIXE =027 S4IS ST,

AT=9} CIRE =0zt 7 SAI T

o

ALY =7E 018310 =0f=h 28 FH07} Y23tx(0f

Y=ot CIXIY Sof2h F4l 2 LT3} oAl

ZigBee ZigBee

j s - Sniffer
MCU

EHEMM CXE=0Eez HEEE= Mo %4%301(0“, )= YSelE0 HEE D, HE MEE=

=
St Mol SFodoil chah o1t CrEA| &ZshE 20| MEET USS =AU 4 Ut Et ZigBee
FMEAMO|A LSS0l [EEE 802.15.4 2Ot ZEE HESIX| 210, ZigBee 2Ot 7152 MBI USS
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h

- YISO} CIRIY Sof2IZt QLB BIE K83 SMSA 24 oflA] -
2m=E— CX|E =02k ME o0l sniffing Zat
(U=35} 2ol 22 HHOX|P Y&st Ho|E= tHE)

MCU — ZigBee 2&

oot ]
50E 36 0001 0039

= [expert Info (warn/undecoded): Encrypted Payload]
[Message: Encrypted Payload]

[severity level: warn]

[Group: undecoded]

= Data YTEs.
Data: 468922d7b664c070

[Length: 8]

snrnmlmlmlF

nsnsmus nu nsnzcm 10 00 D8 1

¥ colH B8 9 Hs

nsns nn 35 nnsn 03
D505 0E 11 00 01 00 1E

lexpert Tnfo,
[ressags
[SeverTey level:
!

(& bytes)
a: 46492247b6645070
[Length: 8)

‘n/undecoded)
Encrypted Payload)
warn]

+ Encrypred Faylosd]

D505 0F 11 00 01 00 1F
o

NSNS 1011 00 01 00 00

5111100 01 00 01

5!2ZIEDIIIII|IIIEE
0001 0%

IJ505 llBlE[lﬂ llSFl EC 0110 00 DS
y T y

0505 053500 ol l'llUA
D5 05 0F 11 00 01 00 1F

JHIE S0 Ey 8y Hsl

= sebrity comrol Field

: 253
ree: taber_

sequence
Texzends

e Courter: 1103338

=] [Exper( Info (warn/undecoded):
[Message: Encrypted Payload]
[Severity level: warn]
Group: Undecoded

= Data (8 bytes)
Data: 9e49431425a418b

Encrypted Payload]

Tetended Source: -d
g oot

FLength: 8]

Undecoded): Encrypred Paylosd]

g ncrypred vy
[sevepdty level: warn]
[Gpip: Undecoded]

AR byces)

tar SedbTLATERLEST

Lisngth

y03c,

Bl 2H

= B &l \

1

Rlsio

3]

E1=

2t.

=.
=

7t loT HMZ

ot

1) Bluetooth AO|E, www.bluetooth.org

1

| OEZ QPN AS U5 U H0|E S, X Hl0|E A5}

1

i O R MA, Xo|, 70H, HY, 57, 28, B2

1

) HE ADEREZ|, CIXZZO0R, ADETY, SX(UA), SH0IEYO], ADIE YWiT
1

1

1

1

2) NIST Special Publication(SP) 800—121 Rev.2,“Guide to Bluetooth Security”, 20173 5&

3) Zigbee alliance AIO|A

, Www.zigbee.org

I
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4) Z-Wave AIO|E, z—wave.sigmadesigns.com, z—wavealliance.
org/z—wave—alliance—announces—new—security—requirements—z—wave—certified—iot—devices/

5) HESEMQRUS| KISA “SAH HOF oA KISARHY - 1A XI2010-125, 20104 12

6) IETF RFC 5246 (The Transport Layer Security Protocol Version 1.2),
tools.ietf.org/html/rfic5246, en.wikipedia.org/wiki/Transport_Layer_Security

7) SSL/TLS Z2EZ= HHE en.wikipedia.org/wiki/Transport_Layer Security

8) 3GPP TS 33.102, 3@ Generation Partnership Project; Technical Specification Group Services and
System Aspects; 3G Security; Security architecture (Release 14)

9) NIST FIPS 186—2 X9.62 & X9.63, SEC2

10) SW(FZH & sh) Z7FHE2 AIO|E, http://www.nis.go.kr/AF/_7_3_3/listdo

84



1.2 QFHSE MidEk2|

7L L

E 7 loT ME2 27HE ARBAYE FE5H| {1610 MMIDE AERITh &XHez Sitsks
O|Lt THE Z=A0] JKstl &t Hedl S !IE 7ise MAD & M8stke B9, Mdstolrida 22
SA2= QUIEX| §2 ARBAPL AlAES ARSY 4 A Ef Lot A0 S=E MMAZETL
ARIEIX| 4= B HIQIZHE ALEXt0l| 2fsh siE HZ0| MAEE + UeH, SLFE0 F2stAH
SR7|ss USsk= EH7E LA 4 QT oo w2, MIMIDoY| CHet st 2ha|7h ERSHTt

Lt EQHCHEY

© MMIDE
US AEsHor &

71 loT MIZoll e} ChE Eotr

Z|& 128H|EQ| ZO0|2 YYE[0{0F 5t QS o AIEES XHESHH 00|

=

Blic f2H \

[Siom B &2l \

iy

M = 2loll ALE ==

oAt AT
(PRNG : pseudo
random number
generator)

LM CHST} 22 oM 44718 AR 4 ULt
[ QAL 47| X O ]
S 3

- U e} = B2l
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@ M4 2IF Alotct

FI|1H22 NMIDE HH0{0F 5, 27 AIZH0] X|'t 20| MMIDE H|7|5HOF

e ASP
- HAXIEE MNS
7158 TSI,

M| St=0)| CHet ASP, JSP ME 9

Y5t AMEALS| EE 22 XYY 4 U Session LEHES ME

Eot01 Et0rR

)]
—=

- Session QEHE = H0|X|9] HAES

HL_=

ot T&AS HatRX0M #7752

2lg ZR0= MME ZS2ECH
0l) Session.Timeout = 10

Si7rotAL gXIE I £=

X|o{0f Session LEMEQ| ALZ0| 7Hs8iCt. TS
MEE HP AEX7E 2O0ILE I MM HEZ AK|E|0, 2I0FLSHK| 94

AEXIHE MEHE KES )

30| A
1} 2+ A0

211 102 32 g AH =29 2F0|

[ ASPOI A4 2431 542 ofA| ]

- MH9| EfYOIR2 7

X T

ANZL2RE UF Al

Teloks
0l

7HR

— - O
= 44
SessionID AFSXOIC} 28| &= 09t Mgt
Property -
Timeout ME0| RAIE= A2
Method Abandon ZHZ NS 28N 7 |= &4
Onstart 29| AFSAIL X2 WEe [ LM
Event
Onend AFSXIO] MI440] ELt= A0 A
* JSP
- MIEEIIOIRY ISs2 = e

ST OT

O MA5 A QIC}

session.getlLastAccessedTime() £ 02510 MIXMQ| OtX|at &

LHOI THAL M0 oA 22 32 IS s SRote= FoigH.

(2) session 7|2 A7} MSSt= setMaxInactivelnterval()

(% session.setMaxInactivelnterval(600); %)

(1) web.xml IO A {session-config) E{ 1S AR50 EfQ0tE

HIEH

= ANgots U

HAEE ME

1
= -

7[5O HHIDE WYL HHt S HAFHES o

% (Java®l0q) session.invalidate() HAES AF26H0 MM K&

ER-CR

-8 BRIPH ZR2 QI3 HHZE

= M F0IM XY 5

EQ

7| W20, LHAIZE
M= ZHHOZ ANSIEE &

« 2701 43 Al 2701 Ho| Y2 MMIDE DV [oll MZ2 2= ey

=20

S ALZEX| b= MM
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h

® & - 71X loT MZS M0l DIX|2HOR RT3 AIZIORRE| 2 AZH SOt SX0| 92 F2 MM X3S
3t3, TS Al HOISS S0} 3t .
®
g =
fo
- 0| DHX|ZfO.2 HASH Al7H 0|3 U AlZ SOt SXo0| 912 P2 MM 52
* HIZAOIN U 270 AIZH2 7|2302 510 SAIBHL, ALRKIO O HHE 4 UTE 7# THs
X (T) “HRPEE SW 7Y SHXIS Y5t ATEQ0] LRt 70| M= MMEIIOISE 27152
A9 252, YT H2 /59 A 15-30202 AFHS Wolo| e Mt AS

= M 3o HEY moich Mld DE MEA HECz dyso=zM MM IDE o
YRS MALE 324 Soil Hofstor Bict.

- YU HIF 2= AT UH K EP Al -

& B¥ Xl l

)
0
oo
5= = — o
otz A2

{0

oo ama B@xzté-@»a?rg QQQEI C AR -]
Filter: Bixweslcn_. Clear Apply save
No. Time Source Destination PIVYD(M Length Info
I arsoso— S, oo DRI ey e
65 13. 824601000 192.168.0.104 192.168.0.255 NBNS 92 Name query NB ISATAP<00>
7014.439115000 192.168.0.104 192.168.0.255 NGNS 92 Name query NB ISATAP<00>
228 20.275674000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
229 21.197392000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
230 21.511733000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
36 7.047984000  216.58.200.3 192.168.0.41  TLSVI.2 348 New Session Ticket, Change Cipher Spec, Hell
33 6.993356000  216.58.200.3 192.168.0.41  TLSv1.2 1484 Server hello
74 14,660074 4 4 Server Hello
10 f6915.473981000  198.35.26.112 192.168.0.41  TLSV1.2 154|server Hello

e
73 Source

port: https Destination port: 63405
port: https Destination port: 63405

28 6.919998000 -
Lengu: 10

155 D 41
Sessmn lD

uoP

e protocol:
Handshake Type: s{34 14 74 dc c7 16 cd 9c 44 27 a8 ac b0 34 a7 08
oA OO V{ BT a0 DO 03 a; €6 a4 93 8f 97 da c/ 4f 78 3a
L El[0a 61 4f 8c b0 c9 5d af db 97 51 a5 31 25 ce 92
gmt_unix_time: |CiMERd CC a9 00 00 le 01 00 01 00 00 Ob 00 04

_randon_bytes: £103 00 01 02 00 05 00 00 00 17 00 00 00 10 00 05

S51on 1D: a0b003a7e6ad 9387 o7 206141 8cH0CO5dardbo7. . .

QAI

o

Fle Edt View Go Capture Analze Statistics Telephony Tooks Intemals Help

e AmE BRRXS AE9DTF R Qe @a®m% &
Fiter: [] expression...~ clesr Apply save
Mo T s T oo DEEIREN o PIR00l Length _ Info T

5e name gueiy Wo iom

65 13.824601000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
70 14.439115000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
228 20.275874000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
229 21.197392000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
230 21.811733000 192.168.0.104 192.168.0.255  NBNS 92 Name query NB ISATAP<00>
36 7.047984000  216.58.200.3 192.168.0.41  TLSV1.2 348 New Session Ticket, Change Cipher Spec, H
26 216582002 102 168041 431288 server Hello
=174 14.660074000 198.35.26.96 192.168.0.41  TLSV1.2 1514|Server Hello

server Hello
1392 Source port: https Destination port: 634(

192.1¢ [

58.200.3

216.

27 6.919963000

28 e‘.91999sooo ] Session ID * uopP 73 source port: https Destination port: 634(
H Protoc

: Handshake Type:| 58 28 67 37 a5 el fd 80 8b ce 88 13 dO 56 2e 24

i fpucue O PIP00 Cd 2a 27 4C 5a 49 4e 6b ec e/ 99 93 26
HIUAAIRS 06 04 04 2e 56 7a bb al 52 ae 15 07 86 8f 42 45

: gme_unix_time | [l €C a9 00 00 1le 01 00 01 00 00 Ob 00 04

H random_bytes:| 03 00 01 02 00 05 00 00 00 17 00 00 00 10 00 05

Compression Method: null (0)
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I [TITTITY) MM A asssssss

0 5d MY E= XMES ST HEHI S, H2 A 8F 7S, U2 2 F2, fFU 842 295 &
HO[H &4, & HIo/H =8t

o 7 Mo, Fof, #E, SA, H2

O ME Y ME ADETV, XIRZ=0Z

_||'IJ
[||0|'
&*:°
o
Ojoh
=2
o
m
o
[S)
fo
4=l
o
Oloh
>
o
_|
=
i
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= [Expert Info (warn/undecoded):
[Message: Encrypted Payload]
[severity level: warn]
[Group: undecoded]

- pata (15 bytes)

Data: 29834af99a30fca6823e4b93c21099

[Lenath: 157

. Telephony  Toos Intemais  tep
aeseTR aaam

Encrypted Payload]

fzeverdcy level: varn)
ded]

ytes:
Data: 29834af99a30f ca6s23eab93c21099
[Length: 151

Q000 31 s 7347 84 o7 00 1o £0 94 fa ce 08 00 33 0O

8838 LW ANN WENARS

————r e
coAama BELXD AT L2[EE @aaan

Fer: [wpan [2] opresson..~ ctear
No. Time. Source Destination Protocol

41.066969000  0x0000 sroadcast zigoce

65.651743000  oxsa3b 0x0000 Zigaee

7 5.651792000 Icee 802.15.4

59.650219000  Oxsa3b 0x0000 Icee 802154

= [Expert Info (warn/undecoded): Encrypted Payload]
== [Message: Encrypted payload]

C [severity level: warn]

[Group: undecoded]
= pata (14 bytes)
pata: 4a5ff18352481e6a72addfd8afd7
JLength: 14]

oup: Undecoded]
o ata Cus. pyces
Data: 4asfF18352481e6a72a4dfdBard?
[Length: 14]
0000 54 ee 75 47 8d €7 00 1e <O 94 fa ce 08 00 45 00
9910 90 SF 03 g1 00 00 [T i1 ST 8¢ 0a a 0a 02 0a 0
020 0a o1 5

£

0 Sa 00'Te b8 28 cc 30 12 00
0080 04 37 14 0a 05 of 0d 00 00 4a SF F1 85 29 45 20
0070 6a 72 a4 df ds af d7 3a be 6¢ 39 ca 80

TLSE 0|85t & 7te Y22t siEat=

UE HIERF 20| EXfRICH 7(2
Cl2AL 07| MEXIZL A= =25
HS=X| 2enz MBZoM TLS St Feig 42 MH AUSME

HZol= olzfet 7|s0| Ais22

2d0| B

SAAIL ZEA| =712 0|85 St 42 &

PF=Ch LR loT MZ0| blet S7H7| HEIt

ol Sl= B9 SUAt 329 7ksdol {Uct. Eatexet E2| loT

=510 AR[E 2 Q= A EAIS &

=

2t5t= 2212 FJf6(of STt

o Z2FR} 224 HFK] OfPLIS -

Customer

Example Dosain

1.2.3.4 - Legitimate site

L"iJ TrustyCertRoot
i m TrustyCert SHAZ Demain Validation Server CA
@ . example.com

Certificate chain contains at least one pinned certificate (highlighted)

M. -1 1.2.3.7 - Attacker's site
|§] HonestCertRoot
' {Zg] HonestCert Intermediate X1
. loofZg] W example, com

Certificate chain does net contain any pinned certificates
Browser will deny access
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1

1

| 05X QM 45 Q15 U H0|E| 541, M H0|E Y53

1

| 0 RF MMERZN), Ho|, 7, Y, £, 22|

1

1

| O XZ Y HZE ADIETV, CIXEZ0{Z, S2(UH), EH0IEHO|, BIHE § 71 IoT HiZE
1

1

___________________________________________________________________________

of.

1) Bluetooth AO|E, www.bluetooth.org
2) NIST Special Publication(SP) 800—121 Rev.2,“Guide to Bluetooth Security”, 2017 5
3) Zigbee alliance ALO|A, www.zigbee.org

4) Z-Wave AIO|E, z—wave.sigmadesigns.com,
z—wavealliance.

org/z—wave—alliance—announces—new—security—requirements—z—wave—certified—iot—devices/
5) EEESEAMQLIS| KISA, “FAMEH HOE OHHAL”, KISAQHLY - 5HA X|2010—125, 2010 1€

6) IETF RFC 5246 (The Transport Layer Security Protocol Version 1.2),

tools.ietf.org/html/rfc5246, en.wikipedia.org/wiki/Transport_Layer_Security
7) SSL/TLS Z2&E = HMH en.wikipedia.org/wiki/Transport_Layer_Security

8) Certificate Pinning, https://www.owasp.org/index.php/Certificate_and_Public_Key_Pinning
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2.2 MEC0|E BES
X
b
7t 71 B
= 7Hd loT MIE LR XM= SQU0[E(MYOY, Us7|, ASEE )7t FEE 49 U482
27t o2 HIQIVIE T2 X HASCZEE HS5HOF SiCt. 7/—
E-)
N
03
Lt, EOHHY i
PEE
= - 7t loT MZofl [z} Che Eottatis MEst] M8 4~ Ut %
@ loT HZEQ| HOIS &MA|Z £ U= SQHEE*= 7|UM U 2AMO| HELL|0{0f gt Vo
=
ZAa7%E oA I
HL
2
o
- HIO|E{E 2S35I5H7| Yot WREot S EOZ E H|ZT|, 717, S747] ﬂ
- H|UHS L= JHIAHHS (PIN)QF 242 215 G|0|H A
- HZE0| E8 AA8X} 21 H|0]E
<EHHIE 2 HE E2 HE =
=
(Ol - MZ2 2™ AP/MACTY), 2=, ZEAF At ZEAHEIOIH &) g:
ofm
o
2
o
Jto
4
HOMY Lo o2 Ciy?| e ¢ a5 25 T
-4
wokzT NIST(I2) CRYPTREC(ZE) ECRYPY(S) 21 -
AES-128/192/256 AES-128/192/256 SEED
112 HIE AES—128/192/256 3TDEA 3TDEA HIGHT
oAt 3TDEA Camellia—128/192/256 KASUMI
i ARIA-128/192/256
MISTY1 Blowfish
128 HlE AES—128/192/256 AES—128/192/256 SEED
0 |M_ AES—128/192/256 Camellia—128/192/256 KASUMI HIGHT
° MISTY1 Blowfish ARIA-128/192/256
12 HIE AES—-192/256 AES—-192/256
AES-192/256 _ ) ARIA-192/256
oA Camellia—192/256 Blowfish
256 HIE AES-256 AES-256
AES-256 ) ) ARIA-256 i
ol Camelia—256 Blowfish i
=X s YuelE 2 7| Z20] 018 QLM 2013
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HOIYEo|| T2 HIAIXIQUS/?| G2/ a8 siAets 257
Horze NIST(D|=2) CRYPTREC(YE) ECRYPY(2&) LY
112 8IS SHA- SHA-256/384/512 224/2§6H/A3;4/512 SHA-256/384/512
ol 224/256/384/512 :
Whirlpool
128 HIE . . SHA-256/384/512 .
OJAt SHA-256/384/512 SHA-256/384/512 Whirlpool SHA-256/384/512
192 HIE . . SHA-384/512 .
ol SHA-384/512 SHA-384/512 Whirpoo SHA-384/512
256 HIE
olat SHA-512 SHA-512 SHA-512 SHA-512
Zxf 2% Y1E|E Y 7| 20| 0I8 QM 2013
x_-!QH IO}
[= X =N =
< 22X BZEQl AESES ZES5I ZL EZEQI ARIA, SEED S9| al7| ¢S LTN2|ZE 7|HoZ [|0|F

/=55t

o loT 2YEA0| U2 A2k A5 ANAE LEA, HIGHT 2 7ts

[ I A S AN2E EF]
fr sanalx
TTAS KO—12.0040/R1 HGHT &5 ¢12|&
TTASKO-12.0233 LEA &5 2a|E
ZNE ol
3 W MY

+ HMAC £2 CMACS 0|8 H|0|E{9| 2
- GIO|E{ X% A| HA| BH4~(SHA-2, SHA-3 &)Lt PBKDF2 ¥112|50|8 MAC Tag(2!
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Ch. ollAl

o YWE PRI A EO| Yot M7 -

Bl 2

oI5 QIE{H0|AR MAH HOJE YB3 A

Session File Edit Seach Yiew Tools Help Hirmay wershon availabile '
|y Home 2 | G fest Encaction <—2 second Encreton x| =
- I N
[ . # = £ B | = | v @ * O 02
Home Sessions | mmlmmhm et Diff Prew Diff | Swap  Reload W
e CifUsenaschung®Documentsi¥first Encription - B- CalsenmwschungwDooumentswsecond Encription. = B <o)
0170627 2 103551 364670 bytes  Everything Ehie = 20170827 £ 100742 368670 bytes Everything Else = HT
BOMKOADE 38 31 31 35 38 31 45 38 B1ISHIER + BOGRAADE 38 31 31 35 38 31 45 38 S11SB1ER - [.%
BOOBAED 43 30 45 30 45 45 43 30 COEQEECe E] poonadEd 43 36 45 38 45 45 43 30 COEOEECe o
BOGGELES 30 36 6D @A 3A 31 30 30 04..:180 GOOUAAES 30 36 60 OA 34 31 30 30 06..:100
GOPOOLFE 31 43 30 30 30 4% 39 32 10DAED2 DOOD0AFA 31 43 30 39 39 45 30 33 1000802
BOMOOLFE 32 38 35 30 46 38 33 38 JR5QFE3R DOODOAFE 32 38 3% 30 45 1B 33 38 28%0FR38
POOASIR 35 30 45 38 32 45 30 &1 SOESZEEA BOGRASHA 35 30 45 3§ 32 45 30 41 SOEBE0A o
PIOOSOR 33 46 45 45 39 41 b__IFEEAA3F RoeMeses 33 EEBAIF f
poeo0s1o 35 | e @ G AR p7ET onesesio 35 | I F WAHE hosme.
DOHISLE DA b — et 100100 OS5 T ST S0 ST — N YR, %
POODASIEY 30 30 31 39 38 37 42 BO15878 = poopasad 30 30 30 38 45 30 41 00O SEOAI o
[t ] 46 A4 45 17 F DFEY i DOOA5IE 13 46 36 30 38 44 46 A6 iFtiJBUH—= -
oA E XMF m&ml;r 3|35 12N 45 78523 E= Boeoasad 41 45 30 41 33 46 &6 4% AEDAIEFEN Il_%
u.lgal %i BODGOS311 39 A4 44 4% &5 'Jh EEy peosesiy 30 B 33 43 38 45 30 a5 np:nznz} o_O'I_'
BOGOOSIEY A2 43 44 37 36 34 35 36 BCDTE456 1 nmwni 30 41 33 BA3 I 1
BORGASIE 39 38 37 34 39 35 00 QA 0F7495.. 50 N ELE LI VR

RSA6 ?.i'ﬁ')ﬂ'ﬁ? B0 T IRTRE
BOMSIE 30 43 3D 45 30 45 30 41 OCOOEQA
BOMOISSE 33 43 30 45 30 45 30 41 3COCOEQA
BOROSSE 33 43 30 45 30 31 30 41 3000104
BORASEE 46 30 3B 35 35 38 32 M FOSSSEN

330 31 45 30 30 1D1EDR
3 45 30 45 30 41 OCOEMEAA
30 4% 30 45 3 41 BOOEGEaA
30 4% 38 31 30 41 MeEeleA

4
FT

38 38 3% 38 322 30 FOSBs220 -
“ ' f g

00000522 . ;

|1 ® Binary differences Insert  Load time: 0 seconds 0‘;‘,_

OH

ofm

HT

=

o

o

el

2}, & o

e
[T T T T nnnnmnm H
1 1
1 — _ = 1
© 0 5F YSAMAST| M), ASEEHIZHE 5) MY, M20i st =2 H2Y !
1 1
| 023 Hol, 7o, &%, 37, 22 |
1 1
. OXHE Y HE ADETV, OXHE=0{Z, SZ(HY), SHOIEN0|, FIHE § &-7H loT HIE .
1 1
1 1

1) s ¢1a|E 2 7] 20| 08 2HHA 2013 (KISA, 2013.01) -Iﬁ
]
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23 M=z2| 34

v [}

& 716 0T HZ nj2al= 9IxI0f Tf2} Ofi-SoC 2212t On-SoC Hi22|2 Lk 4= o, Hiale)
ZR0l wat s olmalel WY W2l UHc H2al B2l H2al ol Hee

AS5iiLE 2H, WSt B2 wAllch 928 242 &M T ME U0 78E 22
3 THBIR(C) T K22l WK Mstn 2 52 s APstel sojolRe W2  ssst
HoIRS 2510 B2t MRS 2olshs WAIS olnjsict & - KX T MBS 7kt M50 wat
ol2{3t 2240l &5 cSsHof Bict

L}, HOHCHEH
£ - 71 loT REZ0l w2t ChS 2otyatg Mislof 83t 4 lr,

@ B2 HOIE(E7| T3S Qs M50 H22| ZHOZLE HSE 00} &

- UEI|= Q|
PUF(Physical U

. 2 J}0|E0| “Q& KXt 51O

- ADEQI0IN H22| B (YOS 2 7}0|=9)

=0
8234

0l CHE 7Hs 8t WO Z Secure Element (USIM, Secure microSD, TPM §) M1t
nclonable Function) S& SS5l0{ At2

al
=

X HAUES

ﬂJIO

= =Zolf 2

% WA 88" HE

@ HE Rl £2 5 AT SAUNO| S FHEIR(OU HElE 2215 H2WX| HALZS0| 7
&|ojof &
X H}O}
OO -
+ PUF AF25101 3|2 LRSI A 27 7H53t 7| 3t 85
- ADEQ0] 279 [hS Wore 2 J10|C "ot 57| T2l”, “HE U HAH0E 85" X
- BT S WOre 2 710|E "9l XX 2101 U 2 WX| HAHUS HE
- (H2 7K A) B2 H2 A YRl HIZO0| SHGHR Q7L FA SHGHR| 2010} 3
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ADIETVEL HIHEN| PUFE &35SI0 HI0[E 7| 22 258 4 U2H,

Telstod 2215 S0l tiSettt.

ADLETVEL YISO MES SalX 22 ChS HHUIES

|2 22 HX| HAUES

PUF IC X& 7%

o X%}

PUF

12
Cryptographic Key m’;?gg SHA_—1
Co—processor JEEREIEIlh} Generator Engine

Exec
Engine 1/0 Zone com Zone
Normally Closed

Contact With
End of Line
Resistor
Volatile | |[Non—volatile Power HMAC || Opt— Zone Ccom
Memory Memory Detection | | Engine In Normally Open
Contact With
End of Line
Resistor

YR HAUS

Tamper Protection Mesh 3|2

Normally Open &
Normally Closed
Contacts With
End of Line

Resistor

2 Normally Open &
2 Normally Closed
Contacts With

End of Line
Resistor

2t

k)
oo
=2
0x
=
HH
[>
o
|m
_|
<
o
~
i
H
<
Ju
ojol
ps

y &3

O O O
40
og
=

o}, Fux=

1) S=o] & 718 HOAAR 2 SHAST (HEF S, 2014.5)

(&), SAH0IE0|, EHE S &

2) https://www.ecnmag.com/article/2012/04/robust—hardware—security—devices—made—

possible—laser—direct—structuring

3) hitps://www.structuredhomewiring.com/SecuritySystem/TamperProofWiring/
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24 52 A4 S

7L L

ME Lo HotEE0| 2SEHA Lilsk= Chtst 2id HE(Side Channel Information)Z S E]
HOIREO| A5 7|E FMZst= 42 Wofshor Sich S0 A= thEAel Bifd HER2=
=5

2oIRE 7S5 AlZh T AR MA AS, 2F0] thgh &3 2t 50| AUCk

=

i

n
e
I
i
=
(i[5)

De—Packing

Layout Reconstruction

tampering 274 Manual Micro—probing

- FIs

il

4m
O
N

Using Advance Beam 7|&(jon Beam S)

£ H|o|E{2t 22| Reading

EEPROM 8

X7 |mt @FZQUEMF, Electro—Magnetic Fault Injection)
ASHM A| FXP IS FABIH 2S5 WHAIZo2M 57| 2 &5

QEZFOI AA [ =5t Q=2 ZNOF, Laser Fault Injection)
(Fault Injection) USHA A| LaserE FALSIH 2E22 YMAIZCEMN 57| HE &5
X @5 2M(DFA, Differential Fault Analysis)

AX 2Ms Soll Y57| HE &=

===

o
=
Q'E
o
Ju
i
ofm

Giich Atecks | 2 = 52 FAS10 OS82 WA ZORM 57|

AREEM ZZ (Timing Analysis Attacks)
US| 2 ALt M2|AlZtS 0[8s SAM 2A

oL oS

Cha 2 EM(SPA, Simple Power Analysis)
HIEE HHAR FHHof st Fel 2MS Soll 57| FE &5

2

21 2M(DPA, Differential Power Analysis)
OIS 7| 2 HAto| MEAD HHO| LSt EAX EA

I
:>||:I
T
AT
1z

DX R AR AM(HO-DPA, High Order Difierential Power Analysis)
CHztel MHAR HEE 0|&5t04 DPA 4

2 Mt 24(DEMA, Differential Electro-Magnetic Analysis)
US7| i AL UM XLy o HEo| et SAX &M

X N2 LHES EXY 34 Foky Tt IR 2 7|F JEH(KISA-WP—-2009-0065) &2
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WOIZ 95101, A JHS 3t SATH QIH0|M ZH0] L4 AIZH0] XIS AIQIGH= Z10|CH 22X A4S -

AT M2 BH ZOE | 20| S2 ALIZ HWOIA] EH0|Y HAS Solstc, 2

LA SE| MHIC TS MY ZHS OfHA 6b] st B AW MY Gil) e M s
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» ADEQOIE S 71
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o157| FE7te| BRAXS MoK ThS 7IHolCk,
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< IRAHEE  FOSEHS OEMS, 2FQUSEHS, 2THGHS
- 388 SYAIEHS, AEIIE BS
[ E-71H loT MIZ(Cl, ADETV, 2 E, ZHIY & ) ALKt QISA| 27 A HA™E |
< AMF| ABNME X2 2M X S
< AEILC  DAHS Of0|C] S
[&-714 loT HMZ(0ll, SZ(A), 7ttt 23t HE S)0IM M2lE 5= U=z HeEH |
« AR "EXAR, S84, CCTV B8 &
=X JHR ISR HIAE ZX| 7101=2121(20166.30, HARAES)
zgutol
< JHQIEE HIAE XX| 70| E2IQI 0| KA|ot= 7HRIME HIAHSL JT|&8 ME
[ZUH A2 AS LIaE BF]
Sl H|AESt x|
e — = : RERTES
I X2| 7l el %
.S 2|AEl H3
71 2215, 354, oj24%, 300, ey
] Mg A=, St [t Mg Mz, X Xist -Dc.ii._itgtg
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G0 =y AR EEA|
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“Hof 2t2d
HIO|Ef 25, 364 200, 354, o S F7t
oA Me A=, St [at Mg HF, OOtHst xst S et CHA|
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Ct.

OflA|

Z 7P oT MZS Soll o8 HUEE TS A S Z2EZ TLS 128 ARE5I0 H&etct

M T.51.2.pcapng - m} b
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dma® EREB Re=2=ZF iEEaaaH
[N 4nnly 2 display filter - <Cti=/> =3 -] Expression-  +
Mo, Tirmne Source Destination Protocol Length  Info A
28 6.919998 216.58.200.3 192.168.0.41 QUIC 73 Payload (Encrypted), Seq: 2 |
0 30 6.970617 216.58.200.3 192.168.0.41 QuUIC 78 Payload (Encrypted), Seq: 3
| 31 £.974542 216.58.200.3 192.168.8.41 TCP 6@ 443 -+ 49742 [ACK] Seg=1 Ack=285 Win=43984 .. T
v Secure Sockets Layer ~
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22
Version: TLS 1.2 (8x8303)
Length: 323
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 319
Version: TLS 1.2 (Bx8303)
> Random
Session ID length: ©
Epher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xc@2f) I
Compression Method: null (@)
Extensions Length: 279
> Extension: renegotiation info >
2@3e b2 ~
0840
08508
2068
ea7e 5 . S o
) ¥ Record Layer (ssl.record), 328 bytes || Packets: 230 - Displayed: 230 (100,0%) - Load time: D:D‘EE” Profile: Default

S MM +TE SYHEE MY Al 0|12 Y=3k610 MYE=S Sih
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E - 7Hd loT MZ0ll w2t CHE 2otiAS MEsto] MES o~ ULt
OHEAMS A R F7NHoZ FQ AHY X AT et FAY AES N0k &
« HORACOl| WHE THASHAI/MAIAEE BHAIEHS «
HomA NIST(D|=) CRYPTREC(Z&) ECRYPT(R&) LY
SHA-224/256
SHA-224/256 SHA-224/256 SHA-224/256
112H|E O|A SHA-384/512
SHA-384/512 SHA-384/512 ) SHA-384/512
Whirlpool
SHA-256
SHA-256 SHA-256 SHA-256
128H|E 0|4t SHA-384/512
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——END RSA PRIVATE KEY——
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———aBEGIN RSA PRIVATE KEY——
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QIZN 50| ZElE

T BH  0fFi0] HSE HAIKIS T ARBSHS 915 B2O2, AIZIOILE &M 2 RENS #EE 4
UTE A HIELE EIUANE, = CH/SH SO2 WolE 4 US

MY Cl0JES] BX T 2ENS Solg 4 Yl
ApRIRI0| F4RIT QU THRl7IS

= A 3xtol| 2t MO #Z= RS HEE

SUA 3A  SLSHE U= F AL AoJol] S7IX] EA VIHEN FAKIS0| nEskE SHUHES
=

ZFILk4 HEMT| True Random Number Generator(TRNG)'2, E72IK01 XIHSAM(L0|X 5)8 <X I2
Hatel HrE MMSIH, ARE J|=9 LHE Qo QAMto| IH0| LEk= 497t UeH, o Lt
0] 27 £l= 2o AFSE

Y FALAHEO| EMUS EYohs S22, ARSKL Z2AIA, AL 2 FEe 22 dXof HEE

flall Az FOIT & - 23 USS

o
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0 22|52 +6IH 10f| St EHIL0| AaElofok &

sHAIZL 2iolol Zolo] @2 HIMIXIS THE Zolo| SO URATI= Uma|FO| HIRAS olnfE
SIAl ¥malE  Yolo] Zole] 2xiES THE Holo| 07 SXIER T F= YWAIS, FHA
UTRIZS GOl PHY, A5, K01 WX| Sofl ASE

e Hi=a MES BT 7|t AE It QoK 22| 719 oA

AES  ‘Advanced Encryption Standard’@| 2XI2, AES= 2001 0|2 ZRIEZT|ISHTANISTZI 7|EL
USHES |57 Qs AHEUSH 128H|EL| 22 F7|E JHK|= MEL 245 EZEQ 128, 192, 256H|EQ| 7|
Zo| 2|7t 7ksst a7 | s dm2lE

ARIA  ‘Academy, Research Institute, Agency’@| 2UXIZ, ARAE A2 &t 3 =90 &S Qsh
Z|M31E, Involutional SPN TLAS ZH= 2 22 A5 UT2|ZE, 128, 192, 256HIE2| 7| 20| &2|7t 7HsE

7| &= Y2|F0(ch FLHoM JHLECH =L #EC 2 XIHE 43S Ld12|E
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CMAC ‘Cipher—based Message Authentication Code’2| X2, CMACES AUSE 7[|HIo R 5t HIA|X| Q1=

[col

HIGHT  ‘HIGh security and light weigHT'2] 2Xt2, HIGHT= RFID, USN St 20| XX - B3I

QFsH= AEE! AN 7|LMS XMIZ5H7| Qs 2005 KISA, ETRI EAHTA 2 Tyt 2502
JHElSt 64H|E 2225 UT2|E. 128H|EQ| 7| 20| X2|7t 7Ksst thEl7| ¢S LmE|Ee =z, 2006 12
HEHEAMOHEZ(TTA)CE HMAEZ(ACH, 2010 128 ISO/IEC =AM £2 U455 Ad12E EFOE

HE=IAS

HMAC ‘Hash—based message authentication code’@| 2UXt2, HMACS SHAIES 7|EtoZ St HIAIX| QIS
TE HEMOI USE oA 7SS HIZY 3712t & AEsIH, MadES Hdst= W0| E7IS5t=S o 7|

7|2l fiAIX| Q15 E2lE

JTAG ‘Joint Test Action Group’2| FX}. QH|C|= AJAE! JHEL A|0| AFRSH= CIHZ ZHIZ 7HEE A| EEfet
3|22 ARREl= [EEE 114919 UBtxol 0|2

LEA ‘Lightweight Encryption Algorithm’2| 2Xt2, LEA= BIHIO|E], E2tRE § 14 34 L 2HIJI17| &
22 SH0N 71ZMS HMSok7| o JHEE 128HIE 224S Y2|E. 128, 192, 256

pHIE
X2|7t 7tset tiE7| ¥ YuEEe 2, LEA 74 & 2E2EE U TTA EEC2 MEEUS

PBKDF2 ‘Password—Based Key Derivation Function 2'2| 2FXt2, H|UHS XE A| 2X1E CHY 24|

thSsk7| flall £E A o Hd71E MESIH Fol5tks 7| =gt

PUF 'Physically Unclonable Function'@| 2K} LUZ Q| L4 HiM A% |2 ZIF 3|20 oS E71s3t K™
AES o|gst CIXIE 7|7| EX YX| 71&

RS232 ‘Recommended Standard—232'2| 2tXt HEIT} |0|E T XIS Fdok= 2 A QIEDO|A

SEED SEED= TXt74E, 28, FMEL SN TEE= 7HIEER 22 ER26 MEE HSot7| 2ol
1999 28 SI=QIEUIZIS N L ASMEIIS0| & IU7ISE JHLUSH 128HIE =5 s L1E.
128, 256H|EQ| 7| ZI0| XM2|7} 7Ksst hAl7| &t YT2|ZE 02 SEED 1282 1999 92! MHEAICH|ER
(TTACZ Y=o, 2005H0= =/ B3t 7|72 ISO/EC 2 22UsUT2|E, ETF EE0=2
8=

SHA2 SHA2E= QRMSH SHA| Bl2 SHA-224, SHA-256, SHA-384, SHA-5122] 45 S2I%!

SHA3 SHA-3= SHA—2Z UiX|5t7| flall 0|2 ZRE7ISHTFANIST)ZE 20153 82| LHESH QFXSH

SHAl B4

SSH ‘Secure Shell'Q| At HOt SZ0| H2 HIEYIMNUAM E2F SS0| =2 &2 T JHAILE dlolH
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Tamper Proofing &t 2X|2, AZEQ0{0fN EDIT AX| STt Z0| AZEY 07} EHo= HAZAS
R O ATEY 07} A 28 £|X| 9| SH= 7|
TLS ‘Transport Layer Securty’©] 24X QIE{SIAIOIA] TO|E] EHOILE HIES 87| Qs AISES 2ot

A AIS(SSL: Security Sockets Layer) ZR2EE HC} HOMMO| ZstEl ZR2ES

TPM  Trusted Platiorm Module’@| kAt S stEl 7| THARIE, CIX[E QSM S MEGH= XSG M&

372 MiSsl= EHoF 2&

UART  ‘Universal Asynchronous Receiver/Transmitter'@| Xt ZEE{Q| H|S7| X EAME X2|5t=

m202 EE B2 olo[Elo] HEKS B YAICR MESI0) Hl0|EIS Fasts HFEE ShERlole] U

F

USB ‘Universal Serial Bus'@| 2Xl HE X HAZ FH 717 2 Q& ZFE(PC) = loT HMIE|
T&317| st QIE{m(0]A

USIM  ‘Universal Subscriber Identity Module’2| 2kX}. 71X HEE EfX
7t ZEE HENEM ALK 21F, 1, 2 & 71Xt FEE Y1 Q= ADIET

Zigbee 24GHz, 915MHz, 868MHz FIt= LS M8sk= FM 841 7|

Z-Wave ZensysAl2t Z-Wave H20|HAM 7HET §SREEE 7Kz 2N 84 Z2EE

129

Bl T \

iy




7
]
N

— ™
Olol

- 7FH 1oT M|

HH
40
02

Z2E TAHZE HMZAL B oT ME HZEUA0IE FEE 7[Hez AQE Fof 4X| - 2= U=

Z 7P oT MZ & 7655 M50 C31t 20| 97HX| Rz EF/sC

.
7

ZE|0|CIof MiE

Z -7 10T HiZ

ADETV, MEHAADEYA) AYT|, SAIGE(AREH)), YEZ2HE, CX[ZHR}, ADIEAT|Z

LHX}
[=X=]

2

Mo

HIIE, a7l A7IMAT), dRIdED, o]

H

ADlE & OIERS 2R, 0HES DUER, FHuj2), S0I8 TUHE HE 2 FhuRt, Avle 2|2z, HAK
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